
SECTION-A

Note: Very Short  Answer type questions. Attempt any 
15 parts.  (15x2=30)

Q.1 a) Define the term phishing.

 b) Define the term social engineering virus.

 c) Define address translation.

 d) What do mean by network disaster 
management?

 e) Define cyber laws.

 f) Define RSA.

 g) Define static packet Filtering.

 h) What is Authentication?

 i) RAID stands for _________
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 j) What do you mean by decryption?

 k) Define differential backup.

 l) Define DOS attacks.

 m) Define proxy server.

 n) What do you mean by Network security?

 o) What is cipher text?

 p) Define heuristic scanner.

 q) Define ethical hacking.

 r) What do you mean by hashing?

SECTION-B 

Note: Short answer type questions. Attempt any ten 
parts   10x4=40

Q.2 i) What are the various new features added in 
IT act amended in 2008.

 ii)  How can we secure data over internet?

 iii) Differentiate between digital signature and 
digital certification.
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 iv) Explain various methods for preventing 
system from malicious software.

 v) Write various password policy features?

 vi) What are the required characteristics of 
network for establishing VPN session?

 vii) What do you mean by session hijacking?

 viii) What are the limitations of intrusion 
detection system?

 ix) Draw a labeled diagram for VPN and 
explain it with example.

 x) Explain virus scanner in brief.

 xi) Differentiate  between HTTP and HTTPS.

 xii) What are various limitations of firewalls?

 xiii) Write down the steps for modifying security 
policy?

 xiv) What are the methods to prevent network 
disasters?

 xv) What is Worm? Explain its types. 

(3)

SECTION-C 

Note: Long answer type questions. Attempt any three 
questions.   3x10=30

Q.3 Explain the term Encryption. What are its 
methods? Explain with example.

Q.4 What is computer virus? Explain its various 
types with their relative advantages and 
disadvantages.

Q.5 Define IDS. Explain the different types of IDS.

Q.6 What are the principle of security?

Q.7 Write short notes on :

 a)  Handing cyber assets

 b) SSH
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